General Data Protection

Regulation Services

The European Union’s (EU) General Data Protection Regulation (GDPR) will come into
full effect May 2018. The Regulation requires organizations to not only be able to track
the collection, use, transmission and removal of EU citizen data but also disclose
breaches almost immediately upon detection. The main provisions also include the
implementation of reasonable measures to protect personal information against loss
or exposure.

Sayers provides organizations services to assess their overall GDPR readiness. Sayers will
evaluate, build, implement and maintain processes and technologies to help meet regulatory
requirements. Many of the services we offer also help organizations address the needs of other
data privacy regulations around the globe.

GDPR SERVICES GDPR Readiness Assessment

Readiness Assessment A Readiness Assessment will identify how

. . closely your data and IT security aligns with

Data Protection Services the regulation through the identification

Data Protection Impact of any potential gaps in vyour existing
Assessment Assistance environment.

ISO Certification Assistance Beginning with a series of interviews, our

consultants work with you to understand and

Global Data Privacy Assessment map personal data flows created within your

organization's business process. We review
existing data protection programs and identify
GDPR compliance gaps. We consider the
regulation’s functional requirements and
examine how those translate into technical
requirements you may need to address.

“At the close of each engagement,
clients will receive detailed support
materials such as system design

documentation, architecture diagrams,
scorecards and checklists depending on

the service provided.” ~ Saye rS
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Data Protection Services

Visibility into an organization's data usage and storage is a necessity for GDPR
compliance, particularly when it comes to tracking personally identifiable
information and an EU citizen's right to be forgotten. An organization must know
where all of a citizen's information is stored and have the ability to confirm its deletion.
Technologies that may help with GDPR compliance include Data Loss Prevention (DLP),
Data Classification, Cloud Access Security Brokers (CASBs) and encryption technology.

DLP can locate information and
ensure, if needed, its removal
through Data At Rest (DAR) scans
and reports. DLP can provide even
greater granularity in tracking data.

CASB technologies assist organizations with
monitoring and access to data traversing or
data stored in the cloud while data encryption
is available to render intentionally or
accidentally leaked information unusable.

Data Protection Impact Assessment Assistance

Impact assessments must occur as processes and technologies are modified or added to an
organization’s environment. Assessment assistance services inform how changes within your
environment will affect data processing operations and the protection of personal data. The result
is formal documentation outlining the strengths and deficiencies of current operations and
security controls. We will also prioritize the protection of personal data.

ISO 27001 Certification Assistance

ISO certification not only validates vyour
organization’s commitment to protecting
customer and partner information but also
helps your employees become more engaged
with your security program. Obtaining 1SO
certification  will support your GDPR
positioning by implementing an Information
Security Management System (ISMS).

Global Data Privacy Assessments

GDPR is designed to consolidate the various
data protection standards within the EU, but
organizations that store or transmit data on an
international scale face additional regulations
regarding customer data and employee privacy.
Establishing an awareness of, and appropriately
managing, these regulations is crucial to
designing and implementing a security strategy
that protects your organization’s assets while
conforming to regulatory standards.

Our Global Data Privacy Assessments provide a clear, concise and comprehensive review of your
exposure to regulations in countries in which you operate or store and transmit data. For example,
workplace monitoring may be allowed in some countries but not in others. Security programs
must be able to address these differences.
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